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Executive summary
This document reports on the six policy briefings created during the Mobile Age project. Each
policy brief covers a different aspect that has been investigated during the Mobile Age project
and provides guidance for policy makers based on the findings of the research carried out in
our four field sites: South Lakeland in the UK, Bremen in Germany, Zaragoza in Spain and the
Region of Central Macedonia in Greece.
The themes of the six policy briefings are: accessibility in the context of digital services for older
adults, open data and co-creation in public digital services, addressing loneliness in rural
settings through digital technology, digital literacy amongst older adults, GDPR implementation
and GDPR free services.
List of the policy briefings created for the Mobile Age project:

Table 1: List of Mobile Age policy briefings and their themes

Title

Theme

Where

Pathways to Meaningful
Access: Accessible digital
services for older adults

Accessibility in the context of digital
services for older adults

Appendix I

Co-creation as a way to
facilitate user-centricity and
take-up of e-government
services. The case of digital
public services for older
adults.

Open data and co-creation in public
digital services

Appendix II

Digital strategies to address
loneliness and social
isolation amongst older
adults in rural districts

Addressing loneliness in rural settings
through digital technology

Appendix III

Responsive e-inclusion of
Europe’s older adults as a
pre-condition for the takeup of digital public services

Digital literacy amongst older adults

Appendix IV

Privacy implications of

GDPR implementation

Appendix V
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technologies to address
social isolation amongst
older adults
Can the GDPR help SMEs
innovate for older adults in

GDPR free services

Appendix VI

Europe?
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1 Introduction
This deliverable, D1.6 Policy Briefing: Open Data, Mobile Technologies and an Ageing Society,
provides an overview of the policy briefings created during the Mobile Age project. One key
output of the Mobile Age project is to generate “policy insights and guidance pertaining to
accessibility, mobility and usability of open government data and services”. The aim is to
influence change in policy to improve the creation and provision of digital services to older
adults in Europe. To achieve that, six policy briefings have been created as a result of the
research carried out in our field sites: South Lakeland in the UK, Bremen in Germany, Zaragoza
in Spain and the Region of Central Macedonia in Greece. The briefings target policy makers at
local, regional, national and European levels.
The creation of these policy documents has been detailed in the deliverable D 6.1: Mobile Age
project Handbook, as described below:
“Task 1.3 Policy briefing on co-creation of open (mobile) public services (Leader:
ULANC, Duration: M25-M30)
Both studies (D1.1 and D1.2) aim to promote a situated, practice-based
understanding of accessibility, mobility and usability of services (ULANC & ifib).
In collaboration with AGE, these insights will inform policy developments
including the proposed EU Directive on accessible websites and related
initiatives. The task will be jointly conducted by ULANC, AGE and ifib.”
The Mobile Age project focuses on open government data, mobile technology, and the
provision of public services in relation to Europe’s elderly population. The project objectives
are as follows:
Objective 1: Explore and implement innovative ways to support senior citizens to access and
use public services through personal mobile technologies and based on open government data.
We will develop and demonstrate an innovative mobile platform, based around data analytics
and associated mobile apps to assure more efficient, pro-active and personalised access to
government services and related open government data for senior citizens. The platform will
be built on reusable components and will draw on open data and open services.
Objective 2: Develop and deploy co-creation approaches and methodologies to engage senior
citizens effectively in order to realize the benefits of open government data and mobile
technologies for the ageing population.

© Copyright 2018 Lancaster University
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Objective 3: Develop a situated, practice-based understanding of accessibility, mobility and
usability of services. Based on this knowledge we will develop a best practice guide and toolkit
for service and technology design together with senior citizens.
Objective 4: Develop a framework for impact assessment and evaluation for co-creation
approaches to open service development for the ageing population; in doing so, further
increasing transparency on the performance and take-up of eGovernment services, and also
producing open data on eGovernment service performance.
The themes for the policy briefings were shaped by the project’s objectives and by the findings
of the research activities and co-creation approach utilised in the four filed sites. The themes
also reflect changes to legislation that happen during the lifetime of the project, thus the
inclusion of policies around the implementation of GPDR.
The policy briefings are to be used by all partners in their dissemination and exploitation
strategies. When meeting policy makers, partners are encouraged to disseminate the policies
included in this report, using either the whole set of policies or just individual policies that are
more appropriate to their specific audiences.

© Copyright 2018 Lancaster University
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2

The policy briefings

The themes of the six policy briefings are: accessibility in the context of digital services for older
adults, open data and co-creation in public digital services, addressing loneliness in rural
settings through mobile technology, digital literacy amongst older adults, GDPR
implementation and GDPR free services.

Table 2: Mobile Age policy briefings

Policy briefing title

Provides guidance on

Authors

Pathways to Meaningful
Access: Accessible digital
services for older adults

Improving conditions of access and
developing pathways to meaningful and
accessible (non) government digital
services for older adults

ULANC (CSTO)

Using open data and co-creation to
facilitate and support access to (non)
government digital services for older
adults

ifib

Digital strategies to address
loneliness and social isolation
amongst older adults in rural
districts

Addressing loneliness and social
isolation amongst older adults in rural
districts through technology

ULANC (CSTO)

Responsive e-inclusion of
Europe’s older adults as a precondition for the take-up of
digital public services

Improving digital literacy among older
persons via support schemes and cocreation

ifib

Using the opportunity of the GDPR to
use co-creation as a way to train
citizens on how to control their data

ULANC (SCC)/TT

GDPR free services

TT

Co-creation as a way to
facilitate user-centricity
and take up of egovernment services. The
case of digital public
services for older adults

Privacy
implications
of
technologies to address
social isolation amongst
older adults
Can the GDPR help SMEs
innovate for older adults in
Europe
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3 Dissemination strategy
As stated in the introduction, one key output of the Mobile Age project is to generate “policy
insights and guidance pertaining to accessibility, mobility and usability of open government
data and services”. The aim is to influence change in policy to improve the creation and
provision of digital services to older adults in Europe.
Influencing change in policy is a multi-level effort. Recommendations arising from the Mobile
Age project are relevant for different government levels, according to the share of competences
between them first, but also to the type of action suggested. Such multilevel impact is crucial
to secure change.
To support these efforts, Mobile Age partners have been asked to identify key targets at
different government levels and in the different countries. They were also asked to plan
meetings and/or events to present them the policy briefings. This resulted in a table, which
partners are asked to fill in on a continuous basis, to map these representatives and plan their
dissemination activities.
At European level, several organisations have been identified: EU institutions and policymakers,
relevant EU networks, and EU NGOs. The final conference (October 2018) will be the occasion
to kick-off the discussion at EU level, discussion which will then continue at the European
Parliament with a meeting AGE plans on organising with the Urban Intergroup and the
Intergroup on Active Ageing. At national level, contact persons have been identified so far in
governmental agencies, networks of cities, and companies. Last but not least, local authorities
and local charities will be approached to present Mobile Age outcomes and integrate its
recommendations in their daily practice and activities. A report of these dissemination activities
will be included in WP5 dissemination reports.

© Copyright 2018 Lancaster University
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Policy Brief: Pathwaysto Meaningful Access: Accessible
digital services for older adults

3. Aspects of access to digital services

Policy Priority: Developing pathways to
meaningfulandaccessible(non)government
digital services for older adults
1. Summary
• An increase in digital government services can
result in access challenges for older adults.
• Meaningful access must focus on the situated
practices (or processes) of access to services.
• Information and communication technology can
supportexistingandenablenewpathwaysto accessing digital services.
• Intermediaries can play an important role in facilitating meaningful pathways to access.

2. Background
Providing accessible digital services to older adults
is a key priority and concern for government. It is
well known that while a wide variety of services are
increasingly provided online, there are some groups
that do not, or cannot participate in the use of technology to the same extent as others. Older adults
are one such group. Broadly, studies have highlighted that older women, people that live on their own,
and rural older adults have the lowest internet connectivity. ‘Accessibility’ and ‘access’ are widely used
and often contested terms. Within the literature on
digital accessibility and related legislation, the term
‘accessibility’ is most commonly used in the context
of improving the accessibility of devices or the internet for people who have a disability or difficulties
with certain activities, including those in the older
age group. In this context, accessibility most commonly refers to design and accessibility features
guided by common standards such as the Web Content Accessibility Guidelines. The term ‘access’ however, is used much more broadly to refer to the access and use of services, supported by information
and communication technologies, by a wide range
of people—of which accessibility is clearly one element. It is this broader understanding of access that
this policy brief focuses on.

Through a review of the literature and a comparison
with the findings emerging from our empirical sites,
we have identified eight key aspects that attend to
this broader view of accessible digital services for
older adults. Importantly, as ‘older people’ are not a
homogenous group and local context can vary,
these aspects can be used as guidelines in studying
and designing accessible services for older adults.
The eight aspects are:
• Technological infrastructure and costs: which
include the provision of broadband and mobile
internet access, as well as ownership or access
to computers and mobile devices. Cost is commonly cited as a barrier toaccess.
• Socio-economic conditions: which include income, levels of education, employment or work
activity, are very significant in conditioning access to digital opportunities. These are important because of their structural nature.
• Demographic/personal conditions: Demographic attributes such as gender and marital status have
been found to influence the access and use of
digital technologies by older citizens, but are only
part of broader life experiences and a range of
other mediating elements that may influence use.
• Attitudes/feelings: such as fear, lack of trust,
anxiety and frustration along with confidence and
enjoyment.
• Meanings and motivation: to use relevant digital
technology. It is important to understand what
services may be especially meaningful to older
adults in a specific setting. Also to understand
their views on the relevance of technology in
supporting their everyday lives.
• Skills and support: are important in increasing
access to digital services. While like any age
group, older adults learn in a variety of different
ways, interventions that include family members
in training and support are especially effective.
• Social and political networks: canplayanimportant role in aiding older adults to learn about and
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use new technologies. People who are already
socially isolated may be more excluded from digital society.
• Device design: such as screen size, interactivity
and interface. Such issues are often reflected in
widelyadoptedstandards/ guidelinesfordesign
and apply to a wide variety of users (not just older adults).

4. Practices as pathways tomeaningful
access
The conditions of access above highlight that accessing digital services involves a wide range of
overlapping and interlinking conditions that are person and location specific. Specific pathways of access to services need to be identified. The starting
point for identifying such pathways is to understand
the everyday practices of older adults – what they
actually do, and what makes sense for them to do.
One effective way to explore such situated practices is through co-design and co-creation methodologies. Practice based co-creation works with the actual local older adult groups and identifies specific
and relevant pathways to access for them. The four
stage practice framework is a model for the development of accessible (non) government digital services for older adults (presented in Figure 1). We will
illustrate it by presenting some empirical material
from MobileAge fieldwork conducted in a rural district in the north of England.

Stage one: everyday practices.
Engagement with older adults should start with
identifying the relevantolderadultgroups and working with them to understand their concerns and their
relevant conditions of access. For example, in our
fieldwork it quickly emerged that loneliness and socialisolationwasakeyconcernand accesstomeaningfulsocialparticipation was relevant to them. This
becameourservicedesignanddevelopmentbrief.It
became clear quite quickly that the most important
dimensions to accessing meaningful social participation, in order of priority, were (a) transport, (b) the
possibility of making the goal of social participation
a part of planned activity/routine, and (c) having relevant information about the activities that constitute opportunities for social participation.

Everyday

Pathways

Figure 1: Practice framework for the design of accessible digital services

Stage two: necessary conditions.
The next step is to understand the conditions to access. Co-creation methods can be employed to identify how particular conditions of access might facilitate (or hinder) meaningful participation, based on
the actual everyday practices of older adults (identified and explored in stage one). For example, we discovered that our older adults would tend to access
events for social participation when: they are aware
of a relevant event, it is part of their planned activity
of the week, and, they have access to transport, to
and from the event. Using these dimensions identified in stage one, we were able now to investigate
the necessary conditions that would render them accessible (see Figure 2). For example, analysing the
transport dimension, some of the reasons for the
(in)accessibility of transport could be understood by
considering the eight conditions of access. The
fieldwork exposed some social and political conditions (such as cuts in funding affecting public transport) that hindered access to transport—particularly
for older citizens residing in villages and dependent
on public transport. Further analysis revealed that
this group had little social capital or scope of participation in council decision-making.
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Stage three: digital services as pathways to

Stage four: Different modes of access to

access.

digital services

Step three is to co-create digital services that enable relevant pathways of access to such opportunities. What this step seeks to address is to identify
how ICTs may increase access to meaningful social
participation. Can existing or new information be
opened up and joined up to enable identified pathways to access? How might digital services align
to support and extend meaningful pathways to access? For example, in South Lakeland, while there
were many events taking place, the information
about events was fragmented, distributed in many
different locations, often not complete, or entire- ly
accurate. This meant that an older adult faced a
significant cognitive task to gather, filter, verify and
organise the information in order to decide whether they wanted to spend their limited resources
(transport, time, etc.) to attend an event. MobileAge
South Lakeland thus co-created an application gathering event information from a variety of open data
sources, organising, filtering, and making it available
to the older adults in a manner appropriate to them.
Layered onto this basic event information a number
of other connected resources were linked in order
to produce appropriate pathways to access, including the relevant public transport routes, the weather
forecast (so they know how to prepare for the event)
and information about facilities on route and at the
event location (such as wheelchair access, toilets,
etc.)

As a final step in the process we need to consider
how the digital service will become embedded and
accessible to the majority of the older adults in their
everyday lives. Not all older adults will have access
to technology, nor will they have the same understandings about what constitutes meaningful participation. Further, pathways to access will change for
specific older adults over time due to their changing
circumstances. This ongoing change is captured in
figure 3. We identified three typologies regarding access to digital services:

Finances

Finances
Device/
internet

Absent access: older adults that don’t have resources, competencies or intentions to access digital services.
Mediated access: older adults that rely on others to
provide access.
Independent access: older adults that access digital
services on their own.

Independent Access

If need be, move to
mediated access

Mediated Access
Move up to
mediated access

Ownership of
transport
Support for
intermediary

Absent Access

Figure 3: Making meaningful access possible for the majority

Independent access

Mediated access

Absent access

Figure 2: Unpacking and understanding pathways to access in South Lakeland
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Although ideal, ‘independent access’ is not achievable to all, all of the time. In attempting to enable
access for the majority, ‘mediated access’ is a more
practical target. This process is represented in the
Figure (3) above. MobileAge fieldwork revealed that
many of those older adults we thought might be excluded were in fact gaining access to relevant digital services through intermediaries such as friends,
family or support workers (as highlighted in grey in
figure 2). Individual user profiles can also as- sist in
simplifying access. For example, the South
Lakeland application included a personal profile to
better match information available to the specificities and preferences of the older adult. Further that
we need to ensure that access is maintained over
time as older adult’s circumstances change (e.g. finances, bereavement, cognitive decline) we need to
ensure that they are provided with mediated access.
Thus the focus for policy must be on ensuring that
there is continued meaningful access to digital services for the majority of older adults.

5. Conclusion
Issues of access to digital services require a situated understanding of the pathways of access for
everyone, based on older adult’s everyday practices.
Further,pathwaystoaccessarenotstatic,theconditions of access and the mode of access will change
for individual older adults (e.g. declining health or
different financial position) and potentially for districts (e.g. new infrastructure / agencies). Policy
thus needs to attend to these changes. Any policy
initiative should consider the following:
• Access is a systemic attribute and thus need to
be understood and designed systemically.
• The necessary conditions of access are rooted
in the everyday practices of older adults. Any
attempt to develop pathways of access should
start, and be rooted, in these.
• Co-creation, focused on the social practice approach, is a valuable and effective methodology
to unpack and understand the conditions of access of older adults.
• Digital pathways to access are not ‘general’ solutions but are specific to individual older adults, or
older adult groups. As such, personalisation is
very important.

• Intermediaries can be a very effective mode of
access if mediation is facilitated by digital pathways developed through a practiceapproach.

6. Approach and methods involved in this
briefing
We have conducted in-depth qualitative research in
a rural location in the UK. This has comprised of indepth interviews, focus groups, and co-creation
workshops with older adults, NGO staff and volunteers, and with government employees. We have
also undertaken reviews of existing policy paper and
literature on accessibility.

# Authors
Professor Niall Hayes, Professor Lucas Introna
and Dr Marcia Tavares Smith – Organisation, Work
and Technology, Lancaster University, Lancaster,
LA14YX, UK.

Topic: INSO-1-2015: ICT-enabled open government
Total Budget: €2,923,993.75

Consortium: TINGTUN AS (TT), AGE PLATFORM EUROPE
AISBL (AGE), EVANGELISCHE STIFTUNG VOLMARSTEIN
(FTB), GOVERNMENT TO YOU (GOV2U), INSTITUT FUR INFORMATIONSMANAGEMENT BREMEN GMBH (ifib), ARISTOTELIO
PANEPISTIMIO THESSALONIKIS (AUTH), UNIVERSIDAD POLITECNICA DE MADRID (UPM), AYUNTAMIENTO DE ZARAGOZA (ZGZ), REGION OF CENTRAL MACEDONIA (RCM)

Policy Brief : Co-creation as a way to facilitate user-centricity
services for olderadults.

Policy Priority: Addressing the low take-up of
eGovernment services, in particular by older
adults and facilitating citizen participation
1. Summary
• Co-creation may become a way to improve the
quality of eGovernment services and thus their
uptake, by involving end users as partners in the
planning, design and provision of digital services.
• However, co-creation is a complex and demanding process for both sides: government units as
well as citizens, and requires careful planning
and evaluation.
• Co-creationconsistsofseveralphases, fromthe
early identification of problems and needs, the
conceptualisation of a service and its design to
its implementation andmaintenance.
• The biggest challenge is to engage a knowledgeable and motivated group of citizens whose contributions lead to improvements of a service that
benefits an entire target group.
• Co-creation requires more resources than ordinaryservicedesign;itonlypaysoffwhengovernment units meet the proposals of citizens with
sufficient scope for action. This is more likely for
local or regional information services than for
nationwide transaction services.
• In order to identify services that justify the ef- fort
of co-creation, we recommend to plan four steps,
(1) a broad consultation on the collabora- tive
improvement of information services on different topics, (2) a formal and official selection of
a specific problem focus and the allocation of
resources for co-creation, (3) the service design
process itself, and (4) a systematic evaluation of
the co-created service.

2. Background: Co-creationas away to
improve user-centricity and take-up of
eGovernment services

There has been a long debate about why eGovernment services have not experienced the uptake that
was anticipated, especially among citizens. Since
2001, the European Member States hold the biannual Ministerial Conferences to review the achievements of eGovernment across Europe in bi-annual
benchmarking reports, featuring statistics and recommendations concerning 12 eGovernment services for citizens. Starting off with an “administration
centric” approach, over the past ten years the whole
process has shifted towards a “government-driven
user centric” approach. The latest, most innovative
stage, however, is called “customer-driven customer
centricity” and the most recent Ministerial Declaration (EU Tallin, 2017) stated that the EU eGovernment
Action Plan (2016-2020) has been a “significant step
in this transformation journey”. Yet, it is realised that
“more needs to be done and faster to ensure its implementation”. The preceding benchmarking report
(European Commission, 2009) shows no progress in
the user experience. In addition to more user-centricity it also asks for

Citizen engagement
That digital means are used to empower citizens and
businesses to voice the views, allowing policy
makers to collect new ideas, involve citizens more in
the creation of public services and provide better
digital public service.
In sum, citizen-driven service development of public services has been promoted greatly at European
and national level for the past decade, and has not
been fully implemented yet.
Co-creation provides concrete solutions to improve
user centricity, by covering government-driven and
citizen-driven service development. The Mobile Age
project has undertaken five pilot projects with both
variations. In the pilot sites, services for older adults
were co-created, by older adults, a user group in
which the need for public services is particularly
high, while at the same time the uptake of e-services
is particularly low.

3. Co-creation model and roles ofcitizens
in digital public service co-creation
The European Commission has high expectations
on co-creation as a promising new approach to service development and design. The term is used in
more than 75 calls within the H2020 Framework
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Programme across a variety of topic areas. However, there is no common understanding on what cocreation means with respect to other participato- ry
or collaborative approaches (e.g. co-production or
co-design), the role of users, the role of technology
or anticipated results.
Mobile Age developed a process model for co-creating digital public services consisting of seven
streams of activities. The streams of action are
interdependent and also informed by a number of
co-creation preconditions: (1) existing strategy and
policy objectives, (2) existing collaborations, (3) existing services, (4) existing (open) data infrastructure and (5) existing IT infrastructure. There are five
core streams of activity in co-creation: (1) engaging
stakeholders, (2) co-creation a service concept, (3)
collecting, creating, validating & integrating data, (4)
co-creating software and (5) evaluating co-creation
process & results. These streams of activities lead to
a number of co-creation results: (1) new & amended
collaborations between different stakeholders, (2)
the provision of a digital service, (3) open data, (4)
software/apps and (5) an evaluation & impact assessment. The figure below provides an overview on
the different aspects of the Mobile Age co-creation
methodology (for a detailed account on the Mobile
Age methodology see www.mobile-age.eu)

Figure 1: Overview co-creation model

While participation in some co-creation initiatives is
limited to co-design of the interface of an application, othersalsoinvolvecitizensingeneratingtopics
and contents. Hence, participants can take different
roles in the co-creation process.

Explorer
User
Idea former
Facilitator

Diﬀuser
Designer

Data curator
/provider

Service provider

Figure 2: Roles of citizens in co-creation processes

The degree of user involvement and their agency
and control differs substantially across co-creation
projects and also with respect to the (1) structure
and frequency of interaction, (2) participants’ abilities and interests, (3) equality of engaged parties
and (4) openness of task as well as predictability of
solution.

4. Co-creation requires expertise, commitment and scope foraction
For most governmental authorities/administrative
bodies, co-creationisachallengenottobeunderestimated as it is time- and resource-intensive. It also
challenges the self-confidence, self-assurance and
authority of those employees that have designed
existing services or are responsible for designing
new ones. Co-creation calls for sharing knowledge
and control over a process and its results. While this
challenge is widely discussed and policy makers
have pledged for a cultural change within government towards more openness, it is equally important to regard the scope for action of local government in (re)designing its services. All of the 12 basic
eGovernment services that are subject to the regular benchmarking are complex transaction services requiring access to public registers run by other
agencies, with interoperability and security requirements as well as many restrictions. Local governments have almost no scope for action in changing
content, functionality and design of most of these
transaction services. In addition, most citizens lack
the expertise to improve the back-office side of services.
However, citizens may well contribute their knowledge to improving front office services, in particular local information services. For example, older
residents are well suited to co-create a district guide
as they have more expertise about what information is relevant to them and can co-produce relevant
data. In addition, local government has the neces-
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sary scope for action to implement design proposals and by doing so collaboratively improve the user
experience.

process and its results.

Policy recommendation
Not all eGovernment services are equally well-suited
for co-creation. Local information services should be
given priority as they allow for a greater legal and
technical scope of action on the side of government
as well as are more relevant to civic co-creators’
knowledge and potential contributions. In particular, Mobile Government offers many opportunities
where either printed information or static Websites
can be improved through apps for mobile devices
and fulfil the promise of anytime-anywhere-access
to required information.

5. Consultationon High Priority Services
for pre-defined target groups
Co-creation is demanding for government as well
as for co-creating citizens. Therefore, the focus on
the service (domain) to be (re)designed needs to be
chosen carefully. Prior to embarking on a co-creation
process, initiators have to make a number of decisions, relating to (1) the openness of the co-creation
process, (2) its purpose and (3) the scope of design.
Mobile Age pilots started with different degrees of
openness and encountered varying challenges in
the final implementation of a service.
In order to justify the efforts on both sides, the selected service should be relevant for government as
well as for citizens. Local governments have several
information obligations towards different groups of
citizens, e.g. for parents, young people or older adults
covering different topics each. Since a relevant service should reach as many members of the target
audience as possible, a broad (online) consultation
is an appropriate way to identify the priorities of the
target audience. For example, with regard to the target group of older citizens and the commitments of
many local governments to become age-friendly cities and communities, local governments can initiate
a consultation process based on the eight fields of
action as proposed by the WHO (see figure 3).

Policy recommendation
To justify the resources required for a successful cocreation process, a broad consultation on a range of
possible services should be carried out in order to
select the service area with highest priority. In addition, it is crucial to allow for a certain openness so
thatco-creatorstakecontrolandownershipoverthe

Figure 3: Framework for age-friendly environments (WHO,
2017)

6. Co-creationrequiresprofessionalfacilitators, appropriate methods and the
“right” group(s) of co-creators
Co-creation is based on the idea that the target audience of a digital service, their needs and resources,
can be represented by a small group of citizens who
participate in a co-creation process. The biggest
challenge for government, when embarking on a cocreation process, is to engage a group of citizens that
is can speak for the needs and requirements of the
whole target group.
As co-creation of information services requires a
broad range of expertise (e.g. knowledge on the topic area, ability to collect and/or create data, provide
input on interface design, support dissemination) it
is very unlikely that there are individuals who have all
these different competences and capabilities. Mobile Age has made positive experiences in engaging
permanent groups with mixed competencies, e.g.
some members have local knowledge, others technical competence or engage as data curators. This
has proven be a great opportunity for all participants
to learn from each other and value each other’s specific expertise and contribution.
In order to engage co-creators effectively, appropriate methods have to be employed. We cannot
assume that government employees responsible
for a certain field of action have the relevant competencies (e.g. as moderators and facilitators) to
select and conduct a range of co-creation interventions. Participating citizens may not even consider
them to be neutral and not having their own interest. Research on the success factors of citizens’
participation has shown that external professional
moderation is one of three key success factors. In
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most of the Mobile Age pilots, research teams acted
as facilitators. In these processes, a broad range of
methods and tools have been employed to also allow for the sharing of tacit knowledge and support
co-creators along different streams of co-creation
activities. Mobile Age will provide an interactive
guidebook presenting appropriate and useful methods as well as examples of their deployment in the
co-creation of digital public services for older adults.

Policy recommendation
Successful co-creation needs professional moderation and facilitation, employing the appropriate
methods for the respective target groups and subject area. In most cases this cannot be provided by
government employees responsible for a specific
subject area or policy field. Rather, external moderators should be considered. They have experience
with different types of engagement methods and
guarantee for the fairness and transparency of a
process, in which government may be perceived as
a stakeholder with their own interests. The recruitment and engagement of co-creators (as permanent
group or phase specific groups) depends on kind of
service and the target audience.

7. Summary
Co-creation is a promising approach to address the
lack of user-centricity and user experience of
eGovernment services. However, there is no guarantee for its success. It is a complex multi-task and
multi-stakeholder process, more demanding than
traditional citizen participation. Our own research on
success factors of citizen participation has identified three success factors: (1) a problem of high
concern to both sides, government and citizens, (2)
professional facilitation, and (3) sufficient resources. We are convinced that this is also the case for
co-creation processes of eGovernment services. It
is not easy to meet these requirements in times of a
mismatch between the many needs for services in
the public interest and low public budgets. However,
a low budget for co-creation activities does not allow
meeting its objectives and desired results. Due to
the openness and flexibility inherent to any co-creation process, providing guidelines and recommendations for such a process is a contradictory and therefore challenging task. Nevertheless, the lessons
learned in Mobile Age, laid down in this policy brief
and the upcoming interactive guidebook, provide a
corner stone to more user-centric public services
and the promises of open government. Each process is a journey in a partly unknown territory and an
adventure. We can all profit from travel reports.

Therefore, it is important that future co-creation processes are evaluated and the lessons learned are
published in order to co-create our knowledge about
this new journey.
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asapre-conditionforthetake-upofdigitalpublicservices

Policy Priority: Addressing the digital divide
in an ageing Europe / Public Services for
olderadults/ Citizensparticipation

a promising way to overcome these barriers: if citizens get involved in the definition, design and implementation of public services they can share their
needs and ideas and doing so improve the usability
and usefulness of the output.

1. Summary
• One reason for the low take-up of digital eGovernment / public services is a lack of users´ perceived benefits and user centricity, especially for
older persons.
• The best way to develop user centric digital services is to involve users in the development of
such services, i.e. via co-creation approaches.
• However, taking advantage of user centric digital
services requires digital literacy and skills as well
as access to the internet, which varies greatly
between regions and age groups. Therefore, the
digital divide has to be considered in co-creation
approaches.
• The Mobile Age project shows that co-creation is
a viable and successful approach to develop
digital public services for older adults with older
adults.
• In order to achieve a broader outreach of the cocreated services, complementary measures for
e-inclusion are necessary. They should be
appropriate to the kind of services and be responsive to the resources and living conditions
of different subgroups of older adults, in particular taking into account the difference between
adults in theThird and Fourth Age.
• To monitor, evaluate and govern e-inclusion progress, EU statistics should also represent citizens above 74 years and their ICT use practices
to assess the challenges in aging societies.

2. Background: co-creation of digital public
services and e-inclusion
For many years the use of eGovernment services
has lagged behind expectations. Several studies
and declarations assume that a lack of perceived
benefits, usability and user centricity are the main
barriers. Recently co-creation is considered to be

The Mobile Age methodology starts from a certain
domain or area and the limitations of existing services, e.g. mobile services related to the neighbourhood of older adults:
1. defines the target audience in more detail with
regard to age-groups and resources,
2. recruits a sample of members of this target
group, that is willing and able to engage in a cocreation process, and
3. supports the co-creation process. Output of this
process is a co-created digital public service,
which is agreed upon by the members of the cocreating group and probably will be used by
them.
However, the objective of the process is to achieve
a broader outreach and impact. That is, many members of the target audience should use the new digital public service because their representation in the
development should have ensured an alignment with
their needs and expectations. But there is no
guarantee. Using digital services requires having the
necessary resources - access to the internet and digital literacy and skills. With particular regard to older
adults, there is an age divide or age gap, namely with
increasing age the share of people that are using the
internet decreases dramatically.
This is not a new insight, and there have been several attempts to fight the digital divide and promote
e-inclusion. The European Parliament pointed to the
ongoing age divide: From 2005 to 2014 the percentage of internet users among the population has
grown for all age groups almost equally and the age
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gap has remained about 30 pp (Figure 2, left side).
The full size of this risk, however, does not become
visible in the EU statistics, as they exclude older citizens beyond the age of 74. A representative German
survey shows that the age of 70 is the turning point

• Attention needs to be paid to the reasons for
the non-use of digital technologies/the internet
which may differ from those of younger generations.

Addressing a lack of interest and perceived
low self-efficacy as the main barriers

where “offliners” become the majority (DIVSI 2016).
While 87% of those aged 60–64 years have used the
internet, only 39% aged 70–74 years have, and only
11% of those older than 80 years were at least occasional internet users (Figure 2 right side). Similarly,
the UK Ofcom 2016 Internet Use and Attitudes Bulletin shows that only 42% of those aged 75 or over say
they have used the internet (Ofcom, 2016).

3. Responsive approaches to older citizens
in their third and fourth age
In order to enable older adults to benefit from digital
public services, we have to consider that there are
big differences not only compared to younger generations but also within the large group of older adults
with regard to the personal resources. For example,
social and cultural capital, financial resources and
health as well as aspirations and abilities. A broad
distinction can be made between the Third and the
Fourth Age (Laslett, 1987). Persons in their Third
Age, usually starting with retirement, are still relatively healthy and have time to follow their hobbies,
social activities and even for learning. In contrast,
persons in their Fourth Age are characterised by declining mental and physical functions, ending finally
in dependence, decrepitude, and death. The differences in third and fourth age require different (digital) public services and different support measures.

Policy recommendation:
• Older adults—beyond the age of 74 —need to be
included in the digital progress reports.
• This requires different methods of data collection as the usual telephone interviews are not
working with an older age group. Instead personal interviews are needed.

According to the European Digital Progress Report
(EDPR) “the three main reasons evoked by households for not having internet access continue to be
the lack of need or interest (46% of households without internet access in 2016), insufficient skills (42%)
and the high costs of equipment (26%) and access
(22%)”. These factors are not independent: low
awareness of potential benefits from accessing the
internet at home prevents people from acquiring the
necessary skills and investment in equipment and
access. Already in 2002 van Dijk pointed to motivational access as the key to bridging the age gap. The
report on e-inclusion by the eEurope Advisory Group
in 2005 emphasised that e-inclusion is strongly connected with social inclusion and primarily is not an
issue of access and technical skills but of social empowerment.
In providing appropriate incentives, big differences
between the younger and the older generation have
to be considered: while younger people are curious
and many like to explore new technology, older people prefer to build upon their existing knowledge and
hesitate learning completely new things. Even more
important: with increasing age and little learning experience doubts increase whether they will achieve
the goals of a course, fear to fail and disgrace themselves. This is called lacking self-efficacy and also
applies to a lack of confidence to cope with problems that may arise when using the Internet after
having attended a course. Low perceived self-efficacy requires targeted approaches to enhance digital
literacy and to provide continuous support. Appropriate measures have to be much more responsive
to individual living circumstances and capabilities.

Public Internet Access Points Need an Update and Extension
To experience the benefits of the internet, you have
to get a device and a contract with a provider. Those
who do not expect any benefits, hesitate with such
an investment. One of the main strategies to overcoming this investment dilemma in older adults and
to offer the chance of experiencing the benefits of
online services has been Public Internet Access
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Points (PIAPS) at the local level. For example, libraries, youth and senior centres, community centres
and other organisations that provide desktop PCs
with Internet connection and often some kind of
introductory training. According to a survey by the
Joint Research Centre (Rissola and Garrido 2013),
there were more than 25.000 e-inclusion organisations in the EU 27, one for every 2,000 inhabitants.
However, in the age of the mobile Internet and mobile devices, stationary PIAPS can no longer provide
the opportunity to discover the benefits of this new
generation of ICT. Rather this approach has to be
adapted to the new possibilities and opportunities
offered by the mobile Internet.

Lending Tablet PCs to Third Agers via Senior
Citizen Centres
The Mobile Age project has demonstrated that Third
Agers are still mobile and have the ability and the
interest in information about events and opportunities to meet and join other adults in their neighbourhood and that they may benefit from apps and digital mobile services. To overcome the barrier of low
expectations and low self-efficacy, a programme by
the German Digital Opportunities Foundation in
collaboration with Telefonica Germany lent tablet
PCs to older adults for a few weeks in combination
with some coaching via local senior centres. This
programme has been running since 2012 and cooperates with public organisations such as libraries,
community or elderly care centres, who lend sets of
tablet PCs to groups of their visitors and provide
some kind of regular weekly support. These kinds of
organisations and their staff are trusted by the
participating older adults. A recommendation from a
recent evaluation study is to focus such projects on
a certain gratification such as staying in contact with
family and friends or improving the mobility in the
neighbourhood rather than offering mere tablet
courses (Kubicek and Lippa 2017).

Policy recommendations
• In order to promote e-inclusion of older adults it
is not sufficient to support WiFi in public spaces.
Instead, local government and social welfare organisations should initiate programmes to provide Internet-enabled tablet PCs or smartphones
to local institutions, where older adults meet regularly.
• These institutions should then lend devices to

groups of visitors for 8 to 12 weeks with a weekly
support offer focusing on services of particular
interest to Third Agers. Beneficial apps can be
pre-installed. SIM cards are important as they allow individual learning between the weekly meetings.

Facilitating ICT-use for Fourth Agers in their
homes
Older Adults in their Fourth Age are not able to visit
these public institutions. But many either live in residential care facilities or still on their own with some
kind of mobile care. Recent research shows that
people living in residential care facilities in Switzerland can benefit from online services as a “window
intotheoutsideworld”(Seifert, Dohand Wahl 2017).
For people with low mobility, online services offer
the chance to live longer in their own home - if they
receive the necessary support. For those who are
mentally fit, visiting digital ambassadors may serve
as coaches. With decreasing physical and mental
health, adults in the Fourth Age need digital assistance that makes use of the digital services online
services such as eGovernment, e-commerce and
e-health for them. In particular, in rural areas where
digitalization will lead to a decrease of the number
of pharmacies, grocery shops and doctors.

Policy recommendation
• Local government and social welfare organisations should set up pilot projects to investigate different ways of providing digital support for
older people in their fourth age (who are not able
to attend courses) by providing tablet PCs or
smartphones and assistance in elderly care
homes and their private homes. Such programmes could be financially supported with national or EU funding.
• A selection of apps offering particular benefits
appropriate to individual circumstances should
be pre-installed. Support should be provided by
nursing staff and social workers, who may need
to improve their digital literacy in a train-the-trainer programme. Alternatively the role of digital assistants might be created.

4. Conclusion
To overcome the Age Gap for Third Agers there is
sufficient knowledge to roll out broad programmes
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at the local level in particular around senior centres and similar public institutions. In an ageing society
with an average life expectancy of up to 85 years we should not neglect the digital exclusion of older adults
beyond 74 years because telephone interviews are not feasible and personal interviews a home are more
expensive. Oldercitizensmaybenefitinmanywaysfrom digitalpublicservicesandcompensateforphysical
limitations, if we improve our knowledge about the different living circumstances and resources and explore
appropriate responsive ways to overcome various barriers beyond physical access.

5. Approach and methods involved in this briefing
The recommendations presented in this policy brief are based on the findings from the Mobile Age project
and a partner project run by the German Digital Opportunities Foundation together with Telefonica Germany. We have conducted in-depth qualitative research in four field sites across Europe (Germany, UK, Spain,
Greece) with older adults, elderly care staff and volunteers, and with government representatives that showed
the need for complementary action to support the use of our co-created digital services. The partner project,
led by the first author, has conducted interviews with 300 older adults in 30 senior centres and homes in Germany (Kubicek and Lippa 2017). We have also undertaken reviews of existing policy paper and literature on
digital divide, e-inclusion and technology use by older adults.
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social isolation amongst older adults

1. Summary
• Currently we are observing a demographic shift
towards older populations and increasing use of
digital technologies by these citizens.
• Older adults have different privacy vulnerabilities
than the general public.
• Current data protection regulations such as the
GDPR do not address the privacy issues of older
adults as they focus on the general cases – extensions or revisions may benecessary.
• Special attention should be paid to the implementation of data protection requirements for
ICT aimed at older adults.

and early adopters to laypersons and non-users. This
diversity contributes to the fact that older adults can
experience privacy vulnerability to different degrees
and at different times, depending on their circumstances.

3. Understanding privacy needs of older
adults
In academic literature privacy theories typically try to
fixate privacy in philosophical categories or abstract dimensions. However, these traditional privacy framings often do not fully account for the privacy issues, needs and perceptions of older adults.
Older adults are different in their privacy needs due
to a number of factors including a changing set of
personal priorities and attitudes to technology, increased reliance on interdependencies in informal
care settings, diminished autonomy (i.e. limited
capacity for decision-making), and increased overt
monitoring and surveillance.

2. Background

Changing priorities

An increasingly ageing population is not only a demographic change, but is also often framed as a challenge for health care systems, pension schemes, the
stability of social care systems and so on. Accompanying this rhetoric is the vision that investments in
techno-scientific innovations will alleviate the societal consequences of demographic ageing, providing a better life for older people (often by promising
that elders will be able to live longer at home), and
generating business activity and economic growth.
Indeed, older adults are frequent users of ICT for a
wide range of purposes.

Studies looking at privacy perceptions of older
adults have shown their specific characteristics that
need to be taken into account when thinking about
designing technologies or data protection. While
older adults have very similar concerns about privacy or data sharing as the generalpublic, their prioritisation is influenced by their circumstances and later
life:

While early ICT systems aimed at older adults often
focused on sensing and actuation for care purposes,
current applications are moving focus to data-driven
models and AI. For example, projects such as Mobile Age aim to tackle social isolation by building
sociotechnical systems for the seniors that make
extensive use of profiles created from data collected by users, intermediaries such as carers and IoT
devices.
Older adults are well known to have complex attitudes to technology. While people born in the information age are typically more at ease with using
technologies, there is a broad diversity in use and
perceptions of technology in older adults born outside the information age, ranging from adversaries

1. Many older adults “[…] tend to equate ‘private’ information with ‘secret’ information, which is not
necessarily useful in protecting informational
privacy or managing data in pervasive applications.” [1] In particular, they are quite unfamiliar
with concepts of data sharing, aggregation or
analysis, hence they tend to underestimate the
potential risks of sharing data that they don’t
conceptualise as secret.
2. While control and maintaining autonomy become a greater focus in later life [2], many older
adults are less concerned about sharing sensitive data (such as health data, financial information, etc.) with family or carers. Hence maintaining autonomy and independence is seen as more
important than (often intangible) data protection
[3]. Further, due to different perception of time
[4], which is less long-term future oriented, they
have less interest in learning about abstract data
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protection issues [5].
3. While usefulness is one important component in
their choice of technology usage [6], social factors play an increasing role in legitimising privacy
trade-offs in later life [7]. In particular, maintaining personal contacts and social connections
become a deciding element. For example, some
older adults reject online banking, not because it
is conceptualized as not useful, but to keep social interaction with their local bank branch. Similarly, the rational to use certain technologies is
often motivated by emotional reasons: in order to
improve communications with key relation- ships
(e.g. with family members or friends) older adults
are often willing to adopt complex tech- nologies
[1], [7].

The role ofintermediaries
Generational change and the increasing digitalisation of all aspects of life have led to more older
adults using technologies and technologies specifically developed for older people. Many older adults
rely on a set of trusted intermediaries to help them
use such technology. These intermediaries can
range from friends, family or community members to
informal and formal caregivers. This is problem- atic
from a data protection point of view as the set of
stakeholders who handle data or represent older
adults widens. In particular, the set of stakeholders
handling data is not necessarily legal guardians and
it is often hard for data controllers and data processors to verify if consent has really been obtained –
leading to the risk of data being illegally processed
and privacy violations.

Diminished agzency
In theory, older adults should consent to their data
being collected, used or shared. Major issues arise
when the ability to give consent is fading or reduced
due to cognitive decline. For example, individuals
with a light form of dementia might be perfectly able
to give consent on one day, while their ability to give
consent might be indistinct on other days. While
there are well established legal frameworks for dealing with cognitive impairment such approaches are
often heavyweight in nature. The gradual and changing nature of cognitive decline means that more
lightweight mechanisms may be required when
considering consent for these older adults. For developers, we note that the requirement for privacy
notification and privacy information to be easily
comprehendible is challenging as such notifications
may cause distress for elders who don’t feel com-

petent enough to judge the risks and consequently
might keep them from using (particular features of)
digital technologies.

Increased monitoring
Nevertheless, even with the ability to consent older
people often find themselves in settings where other
stakeholders (e.g. family or community members),
might use systems on their behalf in good intention,
but without (legal) consent. Especially in the context
of care, either at home or in care home, privacy issues are multi-fold. In many care settings, older people are already more vulnerable to the invasion of
their privacy, which often comes along with diminishing their agency and autonomy following the ideal
of successful ageing and health interventions. This
is also rooted in an increased biomedicalization of
later life, which is characterised by: 1. increasing privatization of medical care, with for-profit companies
and hospitals becoming increasingly important actors; 2. widespread expansion of illness categories
into everyday life. This impacts elders especially as
more and more healthy conditions are being labelled
as disease or risky, which leads to elders will be increasingly managed and subjected to surveillance
by professional and informal carers, tests, and clinical processes; 3. exposure to surveillance practices
that are accelerated with the use of technologies, in
particular IoT devices that allow for very fine-grained
surveillance [8]–[10].
In summary, these specific privacy needs and motivations put older adults in a vulnerable situation, in
which they are often not able to exercise their data
subject rights and that dictate special care is taken
when considering this group.

4. GDPR and the privacy of older adults
The GDPR largely aimed at giving data subjects and
regulatory bodies more control over data, primarily in
order to stop data brokers illegally selling data without people’s knowledge. Article 5(1) created a set of
principles when processing personal data: lawful;
fair and transparent processing; purpose limitation;
data minimisation; accuracy; storage limitation; and
integrity and confidentiality. In order to process data,
data controllers and data processors have to comply to these principles. One lawful basis of data processing is consent. However, as described above,
older adults might not be fully able to or not be the
ones giving consent. In addition to the obvious risks
of processing data when consent is not clear, there
is an additional danger that stakeholders retreat to
other lawful reasons of data processing as defined
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in Article 6(1). For example, in the situation of care
settings, the need for help might be exploited to circumvent consent. In particular, research-based projects might argue for ‘public interest’ of the research
results while commercial care providers might try to
legitimise surveillance regimes with either their ‘legal obligation’ to provide care or the ‘vital interest’
of the data subject. Further, the effect of biomedicalization might easily subvert data protection principles like purpose limitation or data minimalization
as any kind of data collection might be labelled as
important to improve health or the quality of life of
elders, leaving older adults with little or no control
over their data or the surveillance regimes they are
exposed to, stripping them of their rights for self-determination.
As we have argued above, older adults might be specifically vulnerable to privacy invasion and data protection issues. However, this is not reflected in the
GDPR. The only mentioning of vulnerable persons is
in Recital 75, where it identifies some risks to vulnerable individuals that data controllers and processors
need to take into account, but without clear guidance or practical implementation of data protection
regulations. One group is exempt from this, which
are children. They have a special protective status
in the GDPR and data collection and processing is
limited. The provisions for children cannot be eas- ily
transferred to other vulnerable persons without
undermining agency, rights and freedoms (such as
self-determination). However, consideration should
be given to adding provisions for vulnerable persons
which balance paternalistic protection and self-determination.

recommendations are:
1. The GDPR should be reviewed in detail to determine what extensions are needed to meet the
requirements of older adults.
2. The issue of consent should be explored in detail
to develop an understanding of how to address
the specific issues of the use of intermediaries
and cognitive decline.
3. Guidelines should be established to help developers that are tackling data protection issues of
older adults.
4. Systems processing sensitive data (e.g. health
apps) should explore the possible use of tools to
assess the ability to give consent.
5. In the case where consent is not the legal basis,
privacy guidelines need to be developed and increased oversight is needed to protect the privacy of older adults.
In the meantime, ICT developers must take care to
recognize the unique characteristics of senior citizens when creating solutions for this user group.

5. Approach and MethodsUsed
We conducted a literature review compromising of
privacy theory, articles on the special privacy issues
of older adults and the socio-material conditions of
later life. Paired with insights gained from the results of our own qualitative research as part of the
Mobile Age project we analysed the GPDR and its
recitals with respect to their support for the special
requirements of older adults.

6. Concluding remarks
Older adults are increasingly reliant on digital technology. The privacy needs and data protection vulnerabilities of this demographic are different to the
general public. We believe that these special needs
of older adults or (other) vulnerable persons are not
sufficiently recognised in the GDPR and that work is
required to address this shortcoming. Our specific

# Authors

Technology as an enabler in preventing social isolation for older adults in rural districts

References
[1]

L. Lorenzen-Huber, M. Boutain, L. J. Camp, K. Shankar, and K. H. Connelly, ‘Privacy, Technology, and
Aging: A Proposed Framework’, Ageing Int., vol. 36, no. 2, pp. 232–252, Jun. 2011.

[2]

D. López Gómez, ‘Little Arrangements that Matter. Rethinking Autonomy-enabling Innovations for Later
Life’, Technol. Forecast. Soc. Change, vol. 93, pp. 91–101, Apr. 2015.

[3]

K. Shankar, ‘Pervasive Computing and an Aging Populace: Methodological Challenges for Understanding Privacy Implications’, J. Inf. Commun. Ethics Soc., vol. 8, no. 3, pp. 236–248, Aug. 2010.

[4]

L. L. Carstensen, D. M. Isaacowitz, and S. T. Charles, ‘Taking Time Seriously: A Theory of Socioemotional
Selectivity’, Am. Psychol., vol. 54, no. 3, pp. 165–181, 1999.

[5]

K. Shankar, L. J. Camp, K. Connelly, and L. Huber, ‘Aging, Privacy, and Home-Based Computing: Developing a Design Framework’, IEEE Pervasive Comput., vol. 11, no. 4, pp. 46–54, Oct. 2012.

[6]

B. Knowles and V. L. Hanson, ‘The Wisdom of Older Technology (Non)Users’, Commun ACM, vol. 61, no.
3, pp. 72–77, Feb. 2018.

[7]

M. Kwasny, K. Caine, W. A. Rogers, and A. D. Fisk, ‘Privacy and Technology: Folk Definitions and Perspectives’, in CHI ’08 Extended Abstracts on Human Factors in Computing Systems, New York, NY, USA, pp.
3291–3296, Apr.2018.

[8]

K. Joyce and M. Loe, ‘A Sociological Approach to Ageing, Technology and Health’, Sociol. Health Illn.,
vol. 32, no. 2, pp. 171–180, Feb. 2010.

[9]

A. Peine, A. Faulkner, B. Jæger, and E. Moors, ‘Science, Technology and the “Grand Challenge” of Ageing—Understanding the Socio-Material Constitution of Later Life’, Technol. Forecast. Soc. Change, vol.
93, pp. 1–9, Apr. 2015.

[10] W. B. Mortenson, A. Sixsmith, and R. Woolrych, ‘The Power(s) of Observation: Theoretical Perspectives
on Surveillance Technologies and Older People’, Ageing Soc., vol. 35, no. 3, pp. 512–530, Mar. 2015.

Topic: INSO-1-2015: ICT-enabled open government
Total Budget: €2,923,993.75

Consortium: TINGTUN AS (TT), AGE PLATFORM EUROPE AISBL (AGE), EVANGELISCHE STIFTUNG VOLMARSTEIN (FTB), GOVERNMENT TO YOU (GOV2U), INSTITUT FUR INFORMATIONSMANAGEMENT BREMEN GMBH (ifib), ARISTOTELIO PANEPISTIMIO
THESSALONIKIS (AUTH), UNIVERSIDAD POLITECNICA DE MADRID (UPM), AYUNTAMIENTO DE ZARAGOZA (ZGZ), REGION OF
CENTRAL MACEDONIA (RCM)

This project has received funding from the European Union’s Horizon 2020 research and innovation programme under grant agreement No 693319

PolicyBrief:CantheGDPRhelpSMEsinnovatefor
older adults in Europe?

Policy priority: The General Data Protection
Regulation (GDPR) has caught the attention
of consumers, producers and media. This
brief focuses on the GDPR and the market for
service providers, especially European SMEs,
to deliver innovations to older adults.
1. Summary
• The GDPR introduces new requirements on how
to collect and process personal data.
• Informed consent can be hard to achieve for users in general and even harder for older adults
with cognitive decline. Evaluating the consequences of data processing can increase the
difficulty.
• Artificial Intelligence (AI) can process trivial data
elements to generate sensitive data such as political preference or sexual orientation.
• Some of the existing AI services have a requirement to share the data with a third party, spreading the data wider, and thus making informed
consent harder.
• Access to large amounts of personal data is important both to train AI and to reach large markets. European SMEs generally do not have access to such data.
• Most SMEs cannot compete with services delivered at zero cost. Are there ways for the GDPR to
give European SMEs better access to the market
of online services?

2. Background
A flood of website banners and e-mails asking for
consent to process personal data was the first visible impact of the GDPR.1 This was both confusing
and annoying for many users, in particular for those
older adults already challenged when interacting
with online services.

Personal Data can be processed for many differ- ent
purposes. For example, statisticians can pre- dict
customer demand to help retailers to plan their stock
levels of different products. More detailed analysis of
individual behaviour can predict future needs to
influence customers’ habits and increase sales. Both
the book suggestions from Amazon and the
pregnancy prediction score2 developed by Tar- get,
have increased sales of books and baby-related
goods respectively. Now, similar techniques are being developed to deliver better online services from
the municipalities to older adults. However, this development can have unintended consequences.
Local online services can deliver better services to
their citizens, but data processing can impact citizens’ lives for the worse. Regulation and vigilance
are key to reap the benefits of data usage.
The recent Cambridge Analytica scandal3 shows
how data processing can also be used to manipulate democratic elections. A few dozen Facebook
“likes” can reveal gender, sexual orientation, and
predict which party a user would be likely to vote for.
This way, trivial data can be processed to produce
very sensitive data.

3. Local governments prepare to use centralised AI services
Sensors in bracelets and cars, smartphones, smart
homes, and a range of services to track online behaviours, all add to the growing stream of person- al
data. Powerful tools and servers are needed to
process such large amounts of data. To use speech
recognition to control a device the audio data is sent
over the web to be processed and converted into a
command to be executed by the smartphone.
Today modern municipalities and smart cities seek
to use AI to reduce cost and to better support their
citizens, including olderadults.
Both the steady growth in data sources and the provision of increasingly powerful AI tools can accelerate the development of innovative solutions for
municipalities and olderadults.
Nowadaysmunicipalitiesarepreparingtosendtheir
citizens’personaldatatoAIproviderstodelivermore

1 https://www.nytimes.com/2018/05/23/technology/personaltech/what-you-should-look-for-europe-data-law.html
2 https://www.nytimes.com/2012/02/19/magazine/shopping-habits.html?pagewanted=9&_r=1&hp
3 https://www.theguardian.com/technology/2018/mar/17/facebook-cambridge-analytica-kogan-data-algorithm
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innovative services. Just like for any other public
procurement, municipalities choose the vendor on
behalf of their citizens. Citizens, however, should be
able to withdraw their consent to the processing of
data, an operation which proves hard to implement
when the data has already been shared by the municipality with the AIprovider.

be tracked to receive personalised ads, or the user
is forced to stop using the service. On the day the
GDPR came into force, the NOYB (None of Your Business)6 NGO has filed four lawsuits against Google,
Facebook and two Facebook-owned businesses,
Instagram and WhatsApp, to determine whether the
consent related to their services is forced or not.

Thewayinwhichthedataissharedwiththe
AIprovidercanalsobecrucialtoassurefaircompetition
among different AIproviders.

Two prerequisites for the consent are needed to enable a real change in the way personal data is being processed. Firstly, the user needs to be given a
free and real choice. Secondly, the user needs to understand and use the options to make an informed
agreement.

Fair competition should be based on benefits for the
users. Imagine an SME who has invented a new AI
algorithm with the potential to cut the heating cost
for the households by 50 %. To prepare this new service for the market, the company will need access to
training data from the potential users.
Moreover, users and municipalities may expect online services to be “free” and prefer to pay via exposure to advertisements. The market for advertisements is currently dominated by a few large
enterprises, a situation which requires more extensive discussion around competition. In the European landscape, taking stock of the implementation of
the GDPR, there is room to intervene efficiently on
both innovation and competitiveness.
European SMEs could team up to collaborate on service development and on advertisements in a way
that is well aligned with the GDPR. The current massive government digitalisation can then be the basis
for a new co-operation in Europe. Some components
have already been successfully developed with support from the EU, such as the machine translation
service, eTranslation.4
Back in 1967, the European Airbus was launched
more as a political decision than a commercial one.
The company has successfully competed with Boeing, and has become the largest supplier worldwide
by 2003.5 Under the current regulatory framework, it
is time to strengthen the joint impact of European
investmentin R&D, and embark on a “Digital Airbus”
to facilitate and co-ordinate an open SME collaboration.

4. “Forced consent”
“Forced consent” refers to the practice of offering
two basic, but mutually excluding, choices to users of an online service: either the users agree to
4 https://ec.europa.eu/cefdigital/wiki/display/CEFDIGITAL/eTranslation
5 https://www.ft.com/content/c9a9a77c-db07-11e3-8273-00144feabdc0
6 https://noyb.eu/

Recital 32 of the GDPR states that
“Consent should be given by a clear affirmative act
establishing a freely given, specific, informed and
unambiguous indication of the data subject’s agreement to the processing of personal data relating to
him or her”
And recital 42 of the GDPR states that
“Consent should not be regarded as freely given if the
data subject has no genuine or free choice or is unable to refuse or withdraw consent without detriment.”
Indeed, some of the consent forms seem to ask for
permission to proceed to collect and process data in
much the same way like before – or stop using the
service. This can be challenging since there are
hardly any alternatives for the most popular online
services for older adults or for other groups of citizens. The consent and data sharing will need to be
particularly carefully designed for a public mandatory service provided with the help of a third party AI
services.

5. GDPR and “free” services
The user preference for “free” services where the
payment is not immediately visible can prevent
SMEs from introducing new services to the grow- ing
number of older adults and to the population in
general. The GDPR has the potential to give back
the ownership of private data to the users. Can the
GDPR also have the potential to adjust the online
service market so that users do not predominantly
pay indirectly via advertisement exposure?
In the public sector, a free service means not only
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zero price tag, but also that the rigid public procurement regulations do not apply. The hassle and the
cost to prepare a call for tenders, to evaluate the
bids and to deal with potential complaints can all be
dropped. Moreover, the decision to “purchase” can
often be taken without management involvement.

need to share data with our government to make the
government service work. If governments share personal data with a central AI service provider then the
informed consent and consent withdrawal can become difficult. The following recommendations can
therefore be made.

The free online services are paid for by the advertisements embedded in the service, similar to free
newspapers. Google provides a range of popular
free services and had 96% of its revenue from advertisements in 2011. In addition to revenues from
advertisements the personal data can be sold to a
third party. Personal profiles with information about
our interests and online behaviour can make the
digital advertisements very relevant for the users
and therefore valuable for the advertisers. In this
business model, the users trade private information
against services and advertisements.

• Support research to shape the consent dialogue
to make sure that older adults can give their informed consents, and withdraw from it when
needed. User testing and supporting materials
including videos and examples can be included in
this research.

The public sector’s use of free services can have two
unintended consequences. One is the relay of
personal data to private enterprises. The second is
a significant hindrance for start-ups and their innovations to reach the European market. Start-ups typically do not have access to personal profiles from
many users, and will therefore not be able to compete in the market of personalised advertisements,
and thus unable to deliver service at zero cost. Today, a start-up can liaise with one of the larger companies with access to many personal profiles, or be
bought by one of them to provide “free” services.
Prominent examples include Fast Search and Transfer from Norway, and Skype and Minecraft based on
Swedish initiatives. Tomorrow, they may be able to
join a “Digital Airbus” where advertisements are organised in a new way.

• Find ways to enable the user to explore and
monitor the shared personal data. A list of actual data items collected from the user, together
with brief explanations of what they are, can help
to make the user better informed.

Many of the projects supported by the Horizon 2020
Programme will have innovative results, designed to
create jobs and added value for European citizens.
To increase the return on this European investment
we need to ensure a level playing field to enable
more start-ups to deliver innovative services to the
public sector without access to personal profiles.

• Start a “Digital Airbus” to facilitate an open SME
collaboration to create new services for older
adults, designed to meet European needs and to
conform to European regulations.

It is now up to court cases such as those filed by
NOYB to establish if the GDPR can be used to drive
a market adjustment to open up for stronger SME
participation.

Policy recommendations
Many of us are willing to share personal data in exchange for great services, for example social media,
translation services, and speech recognition. We all

• Standardise consent dialogues toallow usersto
become familiar with the process. A standardised dialogue can also enable the user to configure settings that can applied across multiple
websites.

• Anonymise data before sharing with a third party
services provider, as far possible.
• Explore how the Public Service Information directive(PSI) can support access to anonymised
training data. Access to training data can enable
SMEs to compete more efficiently.
• Monitor GDPR court cases to understand if there
are ways to open online service markets for European SMEs.
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Policy Brief : Digital strategies to address loneliness and
social isolation amongst older adults in rural districts

Policy Priority: Addressing loneliness and
social isolation amongst older adults in rural
districts through technology
1. Summary
• Loneliness and social isolation in rural districts is
a key concern for olderadults.
• Loneliness has long-term social, health and financial impacts.
• Information and communication technology offers the potential to support strategies to alleviate loneliness and social isolation.
• Technology can be a mean to build in social connectedness.
• Special attention must be drawn on the inclusion of less experienced technology users and
non-users.

2. Background
Europe’s population of older adults, especially those
living in rural areas, is growing steadily. As people
are living longer, issues linked to reduced mobility,
fewer opportunities for social interactions, worsening health and low income can, among others,
lead to significant degrees of loneliness and social
isolation. Broadly defined, loneliness refers to the
perception of there being no significant other that is
involved in an individual’s life while social isola- tion
refers to the limited quantity of social networks
available to a person. Loneliness is a cause of declining physical and mental health conditions such
as obesity and depression. Consequently, addressing loneliness and social isolation can lead to significant socio-economic benefits such as reducing
the number of healthcare visits and allowing older
adults to live independently in their own homes for
longer. In parallel there has been an expansion of
internet connectivity throughout rural districts that
offers new communication and service possibilities
to reduce loneliness and social isolation. This policy paper will consider how information and communication technologies (ICT) might play a role in
addressing loneliness and social isolation for older

adults in rural areas. We highlight the importance of
utilising technology to support the practices of older
adults as they seek out opportunities for meaningful
social connectedness. We base this policy brief on a
longitudinal co-creation study that has been undertaken in a rural location in the North of England
(South Lakeland).

3. Preventing loneliness and social isolation through technology
This policy brief considers the intervention strategies that might be put in place to prevent / reduce
loneliness and social isolation amongst older adults
in rural districts. What role might information and
communication technology (ICT) play? What are the
implications for policy?

Enhancing face-to-face group social
connectedness
Our research and the existing studies on loneliness
and social isolation highlight the importance of faceto-face social connectedness. Indeed, our study has
highlighted that older adults actively seek out opportunities to engage in new social networks. Take
the indicative example of Jack who lives in a rural
village. His wife has had a spinal stroke recently and
does not like him leaving her alone at home for more
than a few hours each day. He actively seeks out opportunities to get out of his house each day through
joining exercise classes and by organising a men’s
monthly lunch. This gives him a chance to relax and
alleviate the burden of care. What such an example
illustrates, as does the literature, is that combating
loneliness and social isolation is most effective by
enabling face-to-face group social connectedness.
Initiatives that prove especially beneficial include the
provision of services such as social events, education and exercise classes. Volunteering, as with
Jack, is also an important strategy for older adults in
their attempts to live independently and work against
loneliness and social isolation.
“I am a basic technology user. Few of my friends have
access to the internet. What we all want to do is to
meet other people and get out of our own homes
more. I cannot see how technology might help me or
them do this. In fact, we fear that this may replace
face-to-face opportunities for contact.”
George, 78 years old – Widower,
Lives in rural village location.
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This focus on the need for face-to-face group connectedness has important implications for ICT support. Technological connectedness must emanate
from, and facilitate, meaningful social and community practices such as social events and volunteering. However, older adults are often sceptical of
technology led projects. They feel that they focus on
efficiency but in doing so remove opportunities for
them to be able to access serviceseasily.

Enablinglinks towards connectedness
Seeing technology as an enabler to support the
practices of older adults as they seek out opportunitiesforface-to-facegroupconnectednessiscrucial.
This requires policy to be informed by what older
adults seek to do to negate loneliness and social
isolation. Many older adults in rural districts like to
plan their opportunities for social connectedness in
advance due to the significant logistical challenges
that living in rural districts presents to older adults in
general as well as their specific physical and mental
health conditions. Considering public transportation
is especially important, since many older adults no
longer have access to their own cars. This is compounded by the fact that public transport is often
limited and therefore travel times often prolonged.
Additionally, transport services are increasingly being run by new providers such as social enterprises
as a response to the cuts in public transportation.
Travelling in rural districts also often requires knowing the weather forecast for a particular day and
time in advance. Additionally, many older adults like
to be home before darkness falls for safety reasons.
Nor do they like traveling on country roads in the
dark. Many older adults like to know the route they
will have to walk from the bus stop, or the car park,
to the social event. They also like to know about toilet facilities on route, and what facilities are in the
building they are attending etc. These elements,
taken together, are all key enabling links to facilitate
face-to-face connectedness.
“What I want to do is to keep active both physically
and mentally. I actively seek out social events such
as fitness classes, training on computers and knitting
groups. I also like to find out opportunities to volunteer. It is difficult to find out what is taking place in all
the different villages and in the main town. If I do find
out something is going on, I then need to find out how
to get there, what the facilities are, what the weather
will be and who else might be going.”
Margaret,78 yearsold– Widow,
Livesin ruralvillage location.

Policy thus needs to consider the ways that technology can be utilised to join up services and data
pertinent to what people do in specific settings (the
enabling links) so as to secure and enhance active
social connectedness for older adults. Enabling links
will require the joining up of resources, services, and
data provided by a wide of variety of government,
not for profit and for profit organisations.

User profiles to enable social connectednes
A further policy dimension relates to the development of user profiles that consider the (changing)
specific circumstances of each older adult. NGOs
and government agencies undertake loneliness and
social isolation assessments with individual older
adults to determine how they might help them that
can form the basis of the user profiles. These assessments typically comprise of five risk factors.
First, the location of the older adult and the proximityofservices, shops, familyandfriends. Second, the
availabilityoftransportation (publicandprivate) and
the associated costs. Third, life transitions such as
bereavement, being a carer, and retirement are seen
to be key risk factors that can result in an ever-decreasing quantity of social contacts and a declining psychological state. Fourth, deteriorating health
conditions. And, fifth, their financial health, which
might limit social connectedness. ICT based user
profiles that derive from such assessments can facilitate the provision of targeted services that provide for improved social connectedness. For example, Jack’s user profile would recognise his location,
health complaint and financial condition, as well as
him being a carer for his wife. Individual user profiles should be regularly updated as people transition though their later life to recognise their changing circumstances.
“We have an award-winning methodology that we
have developed to assess older adults that want to
access our services. It covers their physical and mental health, their social connectedness, their family situation, their location and their finances. Most clients
are happy to participate in this though tend to prefer
not to disclose too much about their income unless
they are desperately in need of financial support.”
Manager of NGO in a rural village location.
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Intermediaries
While an increasing number of older adults have
access to the internet, many older adults in rural
districts do not access the internet or use smart
phones or tablets. Even amongst those that do, their
abilities vary significantly. Most receive help and
support from friends and family.
“My family and friends often use technology to find
out things for me when I am stuck. However, most
of my friends do not have internet access. They did
not use technology in their working lives as they were
either farmers or manual workers. They still just ring
people up or ask their children or grandchildren to
use technology for them.”
Jack, 80 years old in ruralvillage location.

Our study highlights that intermediaries such as
NGO and government staff, friends and family members routinely access the internet to find out information on behalf of an older adult. They may also
request and access services when / where possible.
Thus, a further policy recommendation relates to the
effective use of intermediaries to mediate the delivery of services that seek to address loneliness and
social isolation amongst older adults. By incorporating intermediaries, it allows for personalised services to be made available to the range of technological competencies and for non-users. Intermediaries
thus may access services of the older adults and /
or set up and maintain the user profile of individu- al
older adults. Including the intermediary as a user
means that the production of digital and tailored
services is available to all older adults regardless of
their degrees of digital connectedness. This al- lows
for services to be delivered in both digital and nondigital format (e.g. push notification screens through
to paper). The issue of trust and privacy is crucial to
attend to so as to reassure the older adults and to
maintain legal protection on data sharing. Older
adults are typically cautious due to negative
perceptions and experiences about computer crime.

4. Conclusion: Technology as an enabler
for social connectedness
There is a risk that service delivery to older adults
through ICT interventions, in the pursuit of efficiency savings, can increase social isolation and loneliness. However, ICT can also be used to facilitate and
enhance opportunities for social connectedness.
This can only be done effectivelyif:
• ICT developers and service providers understand
the enabling links that facilitate social connectedness as the basis to develop technology solutions.
• Data relating to services that are provided by a
wide variety of government, not-for-profit and forprofit organisations are opened up and joined up.
• Individual user needs can be expressed appropriately and reflected through user profiles that can
serve as a means to customise service delivery.
• Intermediaries such as family and NGO staff can
use technology on behalf of older adults to support their social connectedness.
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Central to this approach is a situated practice-based understanding of the lives of older adults in ru- ral
settings and what they find meaningful. This approach seeks out to understand what it is older adults in
specific settings seek to do, or can do to varying degrees, as they address their relative social isolation. Too
often, we assume a generic user and fail to accommodate individual user’s needs. Our re- search has shown
that it is often the case that one or two of the enabling links are missing, and when addressed, can have a
transformative outcome. The relationships involved are represented in figure (1).

Resources

Technologies

Face-to-face

Enhanced
Social
Connectedness

Extending
enable majority
participation

Figure (1) Enabling social connectedness through ICT

5. Approach and methods involved in this briefing
We have conducted a longitudinal co-creation study in a rural location in the UK. This has consisted of indepth interviews, focus groups and workshops with older adults, NGO staff and volunteers, and with government employees. We have also undertaken reviews of existing policy paper and literature on loneliness and
social isolation.
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